
Operationalising 
HCI - The missing link 

to success

Conceptual HCI

Merging traditional IT silos into software

Technology changes
New dependencies 

Potential of new risk

Business Process Changes New CAB

Skill Changes

Exsisting skill set?

Team structure changes

Cloud team

Infrastructure team

Full stack engineer

Enablement plan

Merge your teams too

Simplifying Infrastructure 

Speed operations considered?

Standardise Who owns the standard

Scaling with software

Approaches

DIY

Ready Nodes

Use of VVD 

Automated 

To be successful 

Be well designed 

Implemented as per design 

Hand over to operations 

Processes

Team 

Telemetry 

What is Operational Ready? OA Process

Installed

Validated

Monitored

Recoverable 

Updatable Lifecycle 

Changeable 

Expandable

Flexibility
API

Manual

Design decision = Impact + Risk 

Create SOP to mitigate Acceptance is not operational 

Back-up

Daily Check
Automate

Report

Validate configuration

Day 0

Day 2
Drift

Lifecycle

Operational Outputs 

Install guide 

Links to existing docs 

Scripts 

Vcsa-deploy

Esxi build scripts

Baseline Host profile / script

Configuration guide Options / IPs etc

Diagrams
Logical 

Physical data flow

Standard operating Procedures

Daily report 

Automated checks 

Can be used for validation

Capacity planning 

Daily tasks

Disaster recovery 
Full site

HCI components 

Back up / recovery processes Malicious and accidental deletion 
VDS

SPBM

Daily BAU tasks

Hardware maintenance 

Software patch VUM
Controller 

Firmware

Power building test

Configuration checks Logs

VCf

Understanding Guard rails

What can be changed and what cant? 

Changes to storage policies

VM Name changes in certain versions

Protected VMs

Logic of WLD 

vSphere admin & infrastructure admin with SDDC manager

VVD Cloud builder questionnaire for ops record 

SDDC managerBack up / restore

VCF vROPS Federated management pack

NSX 

Edge cluster Usage & Importance 

MTUConsistent 1600

vDS back up / export

NSX manager database 

dFW rule base

Who owns these?

Change process

Naming

vSphere

SSO
Structure Legacy & merge

Backup

vCenter
Back up

Access

HA

HA network changes to vSAN Network

Isolation address accessDefault gatewayStretched cluster Both sites 

Admission control policy
ONRecovery impact of compute

Link to FTT value

Isolation responsePower off & restart VMs

Datastore Heartbeats
Not required for vSAN

Remove when migrating to vSAN

vDS

Export 
Daily / Change

Port groups / Settings for NSX & vSAN

NIOC
vMotion

vSAN

MTU vSAN

Update process

Confirm BOMOther layers

Roll back

Order

vSAN

Migration from other storage types

Plan the processLink to Telemetry 

Capacity

RAW

Logical

Swing Capacity
70%

Rebuilds

Real world

Thin / Thick

Legacy API

Sparse Swap

Compression / dedupe

Benefit

30% of cache

Cooled data

Enable impact

Storage policies

Who Designs These?

Base Accepted Default Policy

Operations

Architect

Application Owner

Availability 

Capacity

Performance

Minimal discussion

FTT 1

FTT 2

RAID

Change management 

Confirm compliance before change

Physical and logical component location

Decide to force resyncing

Impact to performance

Amount of objects to move

Batch scripting

Change windows

TestingHCI Bench

Resync traffic behaviour 20% under contention

Failure plans

Absent vs degraded

Cache diskLoss of disk group

Capacity diskDedupe impact

Controller

 Compute Host

Maintenance mode

Change window

Object repair timer

60 mins or change

Impact of data rebuild

Which mode & when

Ensure accessibility 

Keep VMs up

Effective FTT

Potentially lower protection

Data movement
Full migration

Costly

Time

Hardware maintenance 

No data movement Power off 

Telemetry 

Proactive Alerts

vSANPerformance service 

vSphere 

vSAN Support Insight

Skyline 

vROPs

Free vSAN based version as min

Dashboards

vSAN Migration

Operations

Capacity

Troubleshooting 

Additional stretched cluster add in

PolicyCompany design / SLA based

Specific alerts

Health

Average VM Latency

VM Stress

Capacity 
Risk

Time Remaining

vRLi

SEIM Intergration 

Log Retention

Log Forwarder

vRLI Node Sizing & Capacity

vSAN Content pack

Clarity UI

Browser based for ops board 

Rotating TABs

Dashboards  

Minimal operational examples
Simple operational tasks can impact other areas considerably 

Consider SOP handover for examples below to reduce risk
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