
VCF Async Tool

Ability to patch critical updates outside releases of VCF 
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 Supported with 4.2.1 and later VxRail only supports async patches 
NSX-T Manager 

vCenter Server

Process

Download a patch

Upload to LCM

Apply with LCM

Modes

Offline Mode
SDDC Manager no 
access to internet

Download tool

Download man

Configure Tool at SDDC Manager

Enable async update

Apply the update

Disable Update

Online Mode
SDDC Manager has 
access to the internet

Download tool

Configure Tool

Run tool from SDDC Manager

Download & Enable Async Update

Apply the update

Disable Update

Day 2 Considerations

Support Considerations
BOM Build 

Supported patches

Future upgrades to major releases need to be invoked via tooling

Prerequisite

Review Business Impact 
Patches have process Order Steps

Protected upgrade workflow

New Workload Domains need to be patched until major release

Useful Links

Official Doc

Release Notes

Supported Patches

https://docs.vmware.com/en/VMware-Cloud-Foundation/services/ap-tool/GUID-49818DF1-94EA-4C85-8CB6-6EFFCE5F8060.html
https://docs.vmware.com/en/VMware-Cloud-Foundation/services/rn/async-patch-tool-release-notes/index.html
https://kb.vmware.com/s/article/88287

