
vSphere Admin guide 
to VMware Validated 

designs (VVD)

Overview 

Provide a recommended deployment of VMware products for SDDC

Pre-testing & Validation on approach
Provides a BOM

Performance & Scale Testing

Design choices documented 

Architecture and Design

Planning and Preparation

Deployment

Operational guidance

Install

Upgrade

Back up

Reduces risk for partners and end customers

More than referance architecture 

Faster greenfield to SDDC Uses a VVD Software Bundle 

Single download

Import to Cloud builder

Deploy 

Lifecycle
VUM

vRSLCM

Advantages 

Tested and interoperable version 
Fully supported

Reduce risk

Consistency of deployment

Reduce time to deployment Automated deployment approach

Uses Cloud Builder Virtual Appliance and JSON

Prepare Input parameter spreadsheet  files for region 

Pre-configured with design versions Can be changed for specfic deployment

Uses Excel spreadsheet

Used to convert to JSON in Cloud Builder

Ease to develop from one use case to other - ie Fully Automated SDDC use case

Disadvantages Time for interop testing

Logical

Terms

Regions
Geographical site 

Higher latency

Standalone SDDC

Active / Passive

Availability Zone

Lower latency sites <10ms

Active / active

lower distances between sites 

Workload Domain

Discrete area of compute and management for workloads

Types

Management VI components

PSCs External

VCSA

vROps

vRLI

NSX

Manager

Controllers

Edges
LLB

N/S traffic

Compute 

Customer workloads

NSX
network access via Edges

Controllers for NSX where needed

Implementation types

Standard SDDC

Production level

Dual region

2 workload domains

management

workload 

Consolidated SDDC

Single region

less scale

lower availibility 

ROBO

Extension of standard to remote office

main office runs standard

ops based at main office 

Useful links

vmware.com/go/

Documentation /vvd-docs

Poster /vvd-sddc-poster 

Diagrams /vvd-diagrams

Stencils /stencils

VVD versions BOMS

4.1

Operations Management
vROps advanced or higher6.6.1

vRLi4.5

Virtual Infrastructure

vSphere ent +6.5 u1

vSAN Standard or higher6.6.1

SRM Enterprise6.5.1

NSX for vSphere Enterprise6.3.3

vSphere replication6.5.1

Cloud Management
vRA advanced or higher7.3

vRB Advanced7.3

4.2

Operations Management

vRealize Suite Lifecycle Manager1.1

vROps advanced or higher6.6.1

vRLi4.5.1

Virtual Infrastructure

vSphere ent +6.5 U1

vSAN Standard or higher6.6.1

SRM Enterprise6.5.1

NSX for vSphere Enterprise6.4

vSphere replication6.5.1

Cloud Management
vRA advanced or higher7.3

vRB Advanced7.3.1

4.3

Operations Management

vRealize Suite Lifecycle Manager1.2

vROps advanced or higher6.7

vRLi4.6

Virtual Infrastructure

vSphere ent +6.5 U2

vSAN Standard or higher6.6.1 U2

SRM Enterprise6.5.1.1

NSX DC Advanced or higher6.4.1

vSphere replication6.5.1.3

Cloud Management
vRA advanced or higher7.4

vRB Advanced7.4

5.0

Cloud Builder 1.0

vSphere 6.7 U1

vSAN 6.7 U1

NSX 6.4.4

vRLCM 2.0.0 patch 2 

vROps 7

vRLi 4.7

vRA 7.5
Windows Server 2016 Support

External DB Support for Microsoft SQL Server 2017

vRB 7.5

SRM 8.1.1Windows Server 2016 Support

5.1

Cloud Builder 2.1.0.0

vSphere 6.7 U2

vSAN 6.7 Express patch 10

NSX 6.4.5

vRLCM 2.0.0 patch 2 

vROps 7.5

vRLi 4.8

vRA 7.6

vRB 7.6

SRM 8.2

vsphere Replication 8.2

Skyline collector 2.1

vRLCM 2.1

Cloud Builder Process

Deploy Appliance

PrepLogin to appliance using winSCP

admin username

upload bundle location/mnt/hgfs

CertGenVVD location /opt/vmware/vvd/certificates 

Mount bundle Process
Login Using SSH

run /opt/vmware/vvd/cloud-builder/install/reconfigure.sh

Deploy

Login to web portal
https://<fqdn>

admin username

Upload prepared config file using GUI

Generate JSON files
Management

Workload

Validate FilesWeb portal Click validate

Run deploy processManagement cluster

Post Deploy Tasks

Base VI 

Host profiles

dFW lock down

PSC DNS records

vRealize 
OPS

vRA

Physical 

Virtual Infrastructure

vSphere

2 External PSCs per region

vCenter per workload domain

Enhanced linked mode
Common SSO domain

Ring topology 

vSAN

Can based with vSAN ready nodes or DIY

Min 1 disk group

Stretched vSAN with multi-AZ  
witness in region B

latency requirements

NSX

Integrated with a leaf spine topology BGP to TOR

Single region

NSX manager in each workload domain

Edges in each  domain
N/S traffic

BGP 

Dual region

Pairing of workload domain NSX managers

Cross-site NSX
Universal transport zone

Stretched objects

No change of IPs

Global transport zonesLocal resources

Replicate componentsvSphere replication

Operations Management

vRealize Suite Lifecycle ManagerUsed for deployment

vROps

Load balancer NSX edge

Processing
One site

HA enabledloss of 1 node

CollectingRemote collectors stream

Can be replicated for recovery  

vRLi

Log forwarding  

Cluster in each region

No replication needed 

UMDS

Cloud Management
vRA

Load balancer
NSX 

Standby disconnect NSX edge for failure 

HA / Distributed  
Multiple VMs deployment 

SRM and  replication based recovery

vRBReplicated

Planning 

Design Thoughts 

Review Select the relevent use case for business requirement 

Use Supported servers

 Ready nodes 

Sizing

Number of regions 

Management Cluster per region4 vSAN Ready Nodes

Number of Workload domains

Uses Min 4 Supported servers

Consolidated
Compute

Edge

Compute only

VVD is based on vSANWorkload domains can use any supported storage solution if required

External Requirements for planning pre-deployment

Windows Jump Box
External network 

Management network

Services

Active directory
Service Accounts

Domain config

DHCPVXLAN VTEPs range

DNS
Forward / Reverse

Long / Short name

NTPCNAME

SMTP / Mail Relay

Status and alerts

Open relay Config in design

Limited from known endpoints

sFTPNSX Back Up

Certificate Authority

NFS

Secondary Storage only

Management domain
Logs

Backups

Networking

IGMP Snooping

Jumbo Frames

BGP AS

Logical vLANS for traffic types
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